This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not limited to): 

• BLACK BORDERS 

• TEXT CUT OFF AT TOP, BOTTOM OR SIDES 

• FADED TEXT 

• ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

• BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

• GRAY SCALE DOCUMENTS 

IMAGES ARE BEST AVAILABLE COPY. 



As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 




FIG. 1. 




(multiple stations) 
O 




1 . Wall mountable viewing target 

2. Iris imaging device 

3. Iris image processing station 

4. Data medium 

5. Authentication server 
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FIG. 2. 




1 . Wall mountable viewing target 

2. Iris imaging device 

3. Iris image processing station 

4. Imaging indicator 

5. Authentication success/failure indicator lights 

6. Power cord 

7. Communication cable 

8. Privacy shield 

9. Authentication start switch 
10. Authentication candidate 
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FIG. 5. 



Example sequence a f a C d 



Authentication 
candidate 


camera 
view 


| eye state 2||eye state 3|| eye state 4{| eye state 5 | 


Iris imaging 


image 1 1 


image 2 image 3 image 4 image 5 


system 

( 


) 1 


■ i i i i • i i i i i i i i i i i i i i i i i i i i i i i i i i i i i 
2 3 4 5 6 7 t 8 



(sec) 
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FIG. 6. 

Recommended Authentication Data Packet Structure 



Alternative 1 . 

Authentication Server 
Eye State Correlation 



Alternative 2. 

Iris Image Processing 
Station Eye State Correlation 



Reference Iris Image Data 



Iris Image 2 Data 



Reference Iris Image Data 



Eye State Vector 



Iris Image 3 Data 



Iris Image 4 Data 



Iris Image 5 Data 
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FIG. 7. 



IRIS SCANNING STATION SIDE 
AUTHENTICATION PROCESS 

ALTERNATIVE 1. 
(SERVER SIDE ORDER PROCESSING ) 



i=i + 1 



AWAIT NEXT 
IMAGING INTERVAL 



C START ButtorN 
depressed J 



MEMORY BUFFER 
INmAUZED 



I 



i=1 



CLOCK STARTS 



9. i TH IMAGE SCANNED 



STORE i TH IMAGE 

(OR TEMPLATE) TO BUFFER 




SEND MEMORY BUFFER CONTENTS 
TO AUTHENTICATION SERVER 



AWAIT AUTHENTICATION 
RESULTS FROM SERVER 



INDICATE FAILURE 
DENY ACCESS 




INDICATE SUCCESS 
GRANT ACCESS 
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MEMORY BUFFER 
INITIAUZED 



I 



i=1 



CLOCK STARTS 
I 



REF IMAGE SCANNED 



X 



IRIS SCANNING STATION SIDE 
AUTHENTICATION PROCESS 

ALTERNATIVE 2. 

(SCANNING STATION SIDE IMAGE 
ORDER DETERMINATION) 



STORE REF IMAGE 

(OR TEMPLATE) TO BUFFER 




AWAIT NEXT 
IMAGING INTERVAL 



X 



N + 1 



IMAGE SCANNED 



CORRELATE IMAGE WITH 6 
GENERAL EYE STATE TEMPLATES. 



STORE MAX. LIKELIHOOD EYE STATE 
TO i TH ELEMENT OF ORDER VECTOR 




SEND MEMORY BUFFER CONTENTS 
TO AUTHENTICATION SERVER 



AWAIT AUTHENTICATION 
RESULTS FROM SERVER 



INDICATE FAILURE 
DENY ACCESS 




INDICATE SUCCESS 
GRANT ACCESS 
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RECEIVES 
AUTHENTICATION 
PACKET 



STRIPS REF. IMAGE OR TEMPLATE 
FROM AUTHENTICATION PACKET 



SEARCH IMAGE AUTHENTICATION REGISTRY 
FOR MATCH WITH REFERENCE IMAGE 



MATCH. 




FIG. 9. 

SERVER SIDE AUTHENTICATION 
PROCESS. 

ALTERNATIVE 1. 
( SERVER SIDE ORDER PROCESSING ) 



N 



FOUND 



IDENTIFY AUTHENTICATION CANDIDATE 
AS MOST LIKELY AUTHORIZED USER Q 



BLOCK 
EXISTS ON USER Q 
XOUNT 



i = 2 



N 



STRIP OFF i TH IMAGE OR TEMPLATE 
FROM AUTHENTICATION PACKET 



I 



CORRELATE IMAGE WITH 6 
EYE STATE TEMPLATES 



STORE MAX. LIKELIHOOD EYE STATE 
TO i TH ELEMENT OF ORDER VECTOR 



i = i + 1 




ACCESS ORDER VECTOR REGISTRY 
FOR AUTHORIZED USER Q 




3 — > 



INCREMENT FAILED 
AUTHENTICATION 
ATTEMPTS USER Q 




BLOCK 
ACCOUNT Q 



REPLY TO SCANNING 
STATION WITH FAILED 
AUTHENTICATION MESSAGE 



REPLY TO SCANNING 
STATION WITH SUCCESSFUL 
AUTHENTICATION MESSAGE 



I 



REINITIALIZE 
COUNTERS AND 
DATA HOLDERS 



/"AWAIT NEXT^N. 
VJRANSACTIONy 



ZERO FAILED AUTHENTICATION 
ATTEMPTS USER Q 
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RECEIVES 
AUTHENTICATION 
PACKET 
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STRIPS REF. IMAGE OR TEMPLATE 
FROM AUTHENTICATION PACKET 



SEARCH IMAGE AUTHENTICATION REGISTRY 
FOR MATCH WITH REFERENCE IMAGE 




FIG. 10. 

SERVER SIDE AUTHENTICATION 
PROCESS. 

ALTERNATIVE 2 

(SCANNING STATION SIDE IMAGE 
ORDER DETERMINATION) 



IDENTIFY AUTHENTICATION CANDIDATE 
AS MOST UKELY AUTHORIZED USER Q 
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BLOCK 
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REPLY TO SCANNING 
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1 
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FIG. 11. 

General Eye State Correlation Patterns 
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